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CPNI CERTIFICATION 
Annual47 C.F.R. § 64.2009(e) 

EB DOCKET 06-36 

Annual64.2009(e) CPNI Certification for 2012 

Date Completed: February 26, 2013 ,, ._;;;:;,;:: ~~ __ ;;,. v--c ___ _ 

Name of company: Information Transfer Systems 

Licensee's FRN: 0003756418 

Name of signatory: Lance Howell 

Title of signatory: President 

I, Lance Howell, certify that I am an officer of the company named above, and acting as 
an agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules. 
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36 and 
Public Notice, DA 13-61 (published January 16, 2013), Enforcement Advisory No. 2013-02. 

Attached to this certification is an accompanying statement explaining the company's 
procedures to ensure that the company is in compliance with the requirements set forth in section 
64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission) against data 
brokers in the past year. At this time, the Company does not have any information to report with 
respect to the processes pretexters are using to attempt to access CPNI. 

The Company did not receive any customer complaint in the past year concerning the 
unauthorized release of CPNI 

The Company represents and warrants that the above certification is consistent with 47 
C.F .R. § 1.17, and acknowledges that false statements to the Commission are punishable under 
Title 18 of the U.S. Code. 

Signed~ t ~ 



INFORMATION TRANSFER SYSTEMS 
POLICIES FOR USE OF CPNI 

The following policies are hereby established for the use of Customer Proprietary 
Network Information (CPNI) in accord with the rules of the Federal Communications 
Commission (FCC). All employees, agents, affiliates a>1d subcontractors are bound . 

I . ·- . .. ·. • , . • - • • ... l. 

~-- . .,.~ ·:oy·tr·•t'J~policies regarding the use and protection ofcusmrr1ers· vPNL- Vioiatl6ns"""'~-::-~ 

of these policies will cause the violator to be subjected to disciplinary or remedial 
action at the discretion of management. 

It is important to realize that these policies have been created in compliance with 
FEDERAL LAW, specifically Title 47 of the United States Code of Federal 
Regulations, Sections 64.2001-9. These laws were created to protect our 
customers and our required protection will be deemed a priority for all purposes. 
Therefore, you must take seriously your obligation to comply with each of the 
following policies, in compliance with Section 222 of the Communications Act. 

READ CAREFULLY 

1. A customer's CPNI may be employed internally for the purpose of offering our 
existing customers additional services that we provide to the marketplace. 
Those services must, however, be offered by us and not affiliated companies, 
unless such use is approved by management to determine whether CPNI use 
is in accord with FCC guidelines. 

2. Customer approval is required for use of that customer's CPNI if we are 
offering a different category of service from the one that the customer is 
presently receiving. However, one can offer Customer Premises Equipment 
(mobiles, consoles, portables) to deliver existing services that we are 
providing that customer, using that customer's CPNI. 

3. Under no circumstances will anyone track a customer's use of its CPNI to 
determine whether that customer is contacting any competing provider of our 
services. 

4. A Customer's CPNI can be used to protect that customer's safety of life or 
property; to offer adjunct-:-to-basic services (e.g. call forwarding); or to 
participate in research regarding the health effects related to the use of 
company-provided equipment. 

5. When a customer's approval to employ its CPNI is required, the request 
should normally be made in writing to be signed by the customer, however, 



oral approval is permitted but will require the recipient of that approval to 
make specific record of that approval including the date, time and identity of 
the customer representative who provides such approval. All such records 
must be filed within our records and be maintained for a period of not less 
than one year. 

•? 
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~;;._; __ ;.::"" , =:;£iz~~.;.~-Ar;y-w~t.e:~::~~~ may revoke or limit its approval to -eur4)S&:oi.~i.~-c,;>~:-l-L -;U:iti-S 
occurs, the incident should be recorded and that record made a portion of our 
files. 

7. Opt-in or Opt-out policies that allow customers to choose to have products 
and services marketed to them by employment of their CPN I may be used by 
the company at some future date. Such policies are not presently used. If 
used, employees shall strictly adhere to all limitations and directions given for 
such policies. 

8. In the event that the company markets its products and services in 
cooperation with a joint venturer or contractor, all such marketing using 
customers CPN I will not commence until that joint venturer or contractor 
agrees, in writing, to be bound to fulfill those obligations mandated under 47 
C.F.R. §64.2007. 

9. Prior to solicitation for customer approval to use their CPNI when such prior 
approval is required, the company will provide written notification to each such 
customer that explains that the customer is not required to give such approval 
and records of such notification will be maintained for at least one year. All 
such notifications must be approved by management to determine that the 
notification complies with 47 C.F.R. §64.2008. 

1 0. These policies will be made available to all employees and fully explained to 
each employee to assure that they understand the nature of CPNI and 
customers' rights granted by the FCC. Any employee that does not 
understand these policies or requires further explanation of these policies will 
immediately contact their supervisor prior to taking any action which might 
violate these policies. 

11. Any use of CPNI as a portion of a mar~_eting campaign will be fully recorded 
and the documents recording each event, including the specific use, the 
services offered, whether the services are offered by the company or an 
affiliate, and all other relevant details of such use. Those records must be 
maintained by the company for no less than one year and will contain all 
information required under 47 C.F.R. §64.2009(c). 



12. In the event of any complaint from a customer regarding use of its CPNI 
which the customer deems improper, the employee that responds to that 
complaint shall make a record of that complaint, including the means 
employed of addressing the customer's concern, and that record will be 
maintained in the company's files for at least one year. In the event that the 

. ~ . . problem arises due to circumstances associated with an Opt-out program that 
.... ' 'fi -

,~y:e:.:,;,;,.L:~-::;;:.;::.~~;1::.-:Wi ~.-,eFC·a.ta:.iH~:ci.:::£, management shall make not1 1Cath:n~:·to,1h~ '(:<'GV::·. -, 
regarding such problems within five days of the customer(s) reporting of such 
problems, in accord with 47 C.F.R. §64.2009. 

The above policies shall be monitored for compliance by company management, 
including periodic overview of customer records to assure that all necessary 
notifications and other relevant records are being maintained. A copy of this policy 
statement shall be distributed to each of the company's employees and any 
questions arising out of future compliance with these policies shall be communicated 
to management. In the event that any confusion arises regarding the applicability 
or interpretation of any of the above policies, employees shall first communicate 
such instance to management for the purpose of future handling and will not, until 
receiving further direction from management, disclose or use any customer's CPNI. 

As an extra precaution, all persons covered by these policies should contact 
management for further directions and instructions in the event of the following: 

A. There is some question as to whether a customer representative has the 
authority to grant permission to use that customer's CPNI in cases where 
permission is required. 

B. Prior to commencing any marketing or sales campaign employing CPNI. 

C. Prior to commencing any marketing or sales campaign with any affiliated 
company employing either our company's gathered CPNI or the affiliated 
company's gathered CPNI. 

D. Prior to any action taken pursuant to any future opt-in or opt-out policy being 
implemented. 

E. In response to any request made by any law enfo~cement agency requesting 
CPNI as a portion of the investigation. 

As further assistance to our employees, a copy of the applicable FCC rules 
has been attached hereto for reference 
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Federal Communications ~ommissTh-n- .. §64.2003 

telephone exchange service or ei:
change access. Such terffi does !lOt in
clude a person 1:1sofar as such persor: lS 

engaged in the provis1on a: a commer
Clal mobile sen11ce unde::- section 332<c J. 
except to the exten~ that the Commls
Slon finds that such sen11ce should be 
included in the definition of that term. 

[64 FP. 44~25. Aug. 16. 1999] 

§ 64.1903 Obligations of all incumbent 
independent local exchange car· 
riers. 

(a) Excent -a~ nrov'ided 1:n na:-aS:rranb 
t c) of this· sect1o.r .... an 1ncu.mben:. ·inde
pendent :..EC providing ir>region. moer
soate. interexchange services o::- m-re
glon inoernat1onal in~erexchange serv
ices shall provide such services through 
an affihaoe that sa:;lsfies the iollowmg 
requiremenos: 

(1) The affiliate. shall maintain sepa
raoe books of account from ios affili
aoed exchange compames. Nothmg m 
thiE sect1on requiTes the o..ffillate to 
mainoain separate books of accoun: 
that comply with Part 32 of th1s t.itle; 

(2) The affiliate shaE not )Omtly owr: 
t:ansmlSSlor.. o:- sw·itchlng facilities 
with its affiliated exchang-e compames. 
Nothmg ir: th.i~ seco10n prohibits an af
filiate from sharing personnel or othe: 
resources o:- assews w1th an affillated 
exchange company: and 

(3) The affihatE shall acqu1re an;: 
se!-vices from its affillated exchange 
companies io:- which the affiliated ex
change companies are required to fiie c. 
tariff a.t ":.a:-iffed raueE. terms. and con~ 
ditions. Nothlng in -ub.1s sec-:1on shal: 
prohibit the a.ffillate irum acqt:l1"lr.f 
any u...'1bundled netwo:-k elemen-;,s o: ei:
change serv1ce~ for the pro,~lSlon of a 
telecomm'.llica:r,)ons serv"l~e fron1 1ts 
affiliated exchange companies. subject 
to the same te:-ms and condic;ions as· 
provided 1n ar.. agreement approved 
under section 252 of the Communica
tions Ac: of 193t.. as amended.. 

(b) Except as pro>ided m paragraph 
(b)(l l of this section. the affiliate re
quired in parag:aph 1.a) o: this sectior.. 
shall be a separatre legal entit·Y from Jts 
affiliated exchange compa.r.ies. The a.i'~ 
filiate may be staffed o;· personnel of 
its affiliated e_xc:nange compan.1es. 
housed in ex1sting o:fices of its a.ffiL ~ 
ated exchange con1panies. anc· u:~~':JtE 
E4.ffiliat-ed exchange companies· mar-

ke;;in[! and other service:;:. subJeCt to 
para:;:raph 1 a 1(3 1 of this seccion. 

CL F'or an ln8umbeni. 1ndenendent 
~EC that prov1des 1n-reg1or.. rr.i.erstate 
domesw1c lnterexc:nange ser\"'lCes a:~ li!
regwn International Interexcnange 
se:rv"lces us1ng no rr.~.terexchange svnt.ch
ing or transmission iacilitieE or capa
bilitY of the LEC·s owr: (i.e.. •·mde
penden~ DEC reselle:-. 11

; the affiliate re-
quired. 1n pn..ra~rapt (a: a: thls secu1on 
rna:; be a senarate corporate di'l'lSlOll of 
sucl: ::.ncu:nbent. :nd.ependent LEC. i:..ll 
othe:· pro·v·1s1ons of thls Subpar-t, appll
cable r.o ar.. 1ncienenden: ~EC affilln.te 
shall cont1nue tc~ apply. a.s appllcable. 
to suc:C separaoe corporate dlVISlOn. 

(2) [Resenred] 
1 c I .'ul incumben~ independent LEG 

that 1s provid1ng iL-reglor:. lnte:-s"Ga:te. 
domestic lnoerexchange serv10es o:- lr,
reg-lD.n int.ernaownal mterex:hange 
sernces prwr to April 18. 1997. orr: IS 
no: proYid::..ng- such sen~ices through an 
affiliate uhat sa'tisfies paragra.pt ta·:. a: 
thiE sect-1on as of ... t:..pri} 18. l99r:-, shall 
comply 'VIritb the req111rements of th1s 
section no laoer than August 30. 1999. 

[61 FR 444.2.5 . .'\.ug. 1C. 1999] 

Subpart u-customer Proprietary 
Network lntormahon 

SOURer:: 63 FP.. 20338. Ap:. 2~. 1998. unless 
othervnse noted. 

§ 64.2001 Basis and purpose. 

(aJ Bast[;. The rules 1n this subpart. 
are issued pu:-suant to the Communica
tions f ... cu of 193f. as amended. 

(b' Purpose. The p:rrpose of tne ruies 
in th1s subpart 1s to implemen"C section 
~~2 Gf t:Oe 00IDlTilli"1iCat-lOllS AC"C· oi 1934. 
as amendeC.. 47:.; .S.C. z~~. 

§ 64..2003 Definitions. 

'Iern1.s used 1n th1s subpart have the 
follow1n~ n1eanings: 

ta) Affiliate. An af!:illate is an entl'tY 
that directly or indirectly owns or con
trols. is owned or conuolled by.~ c:- is 
under commor: ownership o:- conorol 
v~ritt. another entity. 

(bl Cu.stome:. } ... ~usr,ome: o: a tele,.,. 
COf11mun1cation~ ca~.::..; is a persor: or 
er.:."'C:~:- tc w:tncb ~.!ie telec::~mmu.Tl::

cu..tlc:l·f- ~a.:-:xe; ·1s ~u.: .. :-er ... t}Y -proviC:n&" 
se~nce. 
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· · • ,. § 64.2ocis 

(C) Customer proprietary nerworic mfor
mation (CPN!). 

(l) Customer propriec.a.ry network in
formation (CPJ\'1) is: 

(i) Information that relates to the 
quantity. technical configuration. 
type. destinatior •. and amount of use o:' 
a telecommunications semce sub
scribed to by any customer of a tele
communications ca:::-r1er. and that 1s 
made available to the carr1er by the 
customer solely by virtue of the cus
tomer-car:-ier relatio::1ship: and 

rii'; lniorm;;,t1on con tamed m the bills 
penaming to telephone excnange serv
ice or telephone toll serv10e recewed 
by a customer of a ca:::-ne:::-. 

(2) Custome: prop:::-ietary networt m
formatlOn does not mclude subscriber 
list information. 

(dJ Customer premises equ1pment rCPE ;. 
Custome:- prem1ses eqUlpment rCPE) 1s 
equipment employed on the prem1ses of 
a person 1 other than a ca:::-:-ierl to orig]
nate. route. or ternunate telecommum
cations. 

(e) Jnformarion sermce. Information 
service 1s the offermg of a. capabilny 
for generat1ng. acqui:-1ng. sto:l:ng, 
transforming. process1ng, retr1e~t1r..g, 

utilizing, or making- available lnforn1a
tion v1a telecommun1cations. and m
cludes electromc publlshmg. bu;:, does 
not include any use of an:; such capc.
bility for the management. control. or 
operation of a telecommunications sy~
tem or the management of a tele
communi cat10ns service. 

(fl Local exchanpe carrier (LEC). ~ 

local exchange carrie:- (i.,ECl 1s an~· 

person that is engaged in the pro~v""ision 
of telephone exchange service a:- ex
change access. Fo::- purposes of th1s 
subpart. such term does not mci ude a 
person insofar as such person is en
gaged in the pronsion of CO!!h"l'lercial 
mobile serYice unde:- 47 e.s.c. 332(C;'. 

(gJ Subscriber i!St miormatior. (SLJJ. 
Subsc::-iber list 1nfo:-matior, (S;:..I J 1s 
any info:-mat10:::-.: 

il) Identif;n.ng the listed names of 
subscribers of a ca:-rier and such sub
·.oc:-ibe:-s' telephone numbers. addresses. 
or p:::-imar~· a.dvertismg ciassificat10ns 
(as such classifications are ass1gned at 
the time of the establishment oi' suc!1 
service). o:- a.ny comb:na;;ion o: such 
listed names, numbers. addresses. o:
classif1ca:,ions: and 

(2) That the earner or 8-n affiliate has 
published. caused to be published. o:
accepted for publlcatlon in a.ny direc
to:-:r fo:-n1at. 

(h) Teiecommunications earner. A tele
communlcations earner is any provider 
of telecommunicatlons services, except 
that such term does not include 
agg-regators of telecommunications 
serv1ees 1 as defmed m 47 'C. S.C. 
2261 aJ(2) ). 

* 64.2005 use of customer proprie'tary 
ne'twork information without cus
tomer approval.. 

(a) ...A_ny telecommunica.tjons ca:-rie:
ma:,' use. disclose. or pe:::-mit access to 
CPNI for the purpose of providing o: 
marke-;;mg sen•ice ofiering-8 among the 
categcnes of service !i.e .. local. inter
exchange. and C1v1H.Sl already sub
sc:::-ibed to oy the customer from the 
same carrier. Without customer ap
proval. 

(1) If a telecommunications ca:::-rier 
provides different categories of service. 
and a customer subscribes to more 
than one categ-ory of se:-vice offered by 
the ca:!:':ier. the carr1e!" is permitted to 
share CPNI among the earner's affili
a.~ed entitle.:: tb.au provide a. serv1ce of
ferlng- to the customer. 

r:n E a telecommunications carrier 
provides different. cauegories of senrice. 
but a custome!' does not subsc!'ibe to 
more than one ofie:::-mg by the ca.r:::-1e::-. 
the carrier 1s not pe:::-mitted to share 
CPJ.,1 among the carr1er's affihated en
t.i~Jes. 

Co) .A r~elecommunications carr1e: 
may not use. d1sclose. or pe:::-mit access 
t.o C'Pl'l to ma:-ket to o.. customer serv
ice ofienngs tha;:, are witb.m a category 
of service to which the custome:· does 
no,, already subsc:::-ibe w from tha: car
rie:. unless the carrier has customer 
approvii.l tG do so. except, as described 
in pa:-agraph tc) of th1s sect1or~. 

(l! l:. v;ireless provide~ may use. dis
close. or perm1t access to CPh'1 derived 
from rts pro\"lsion of CMRS. without. 
custome: a.pp:-oval. fo: the provis1on o: 
CPE and info:mau1on sen"1.ce:s;. A 
w1reline earner may use. d1sclose o:::
pe::ml:. access to CPNl der}ved frorr1 i0s 
prons10n o: loca: exchang-e servics"-:.c 
1nterexcbange serv1ce. vtithout c~~
tome;o ::;_purova~. fo: the proyJ,slon o: 
8?:::. n.nC ca.:~ a.nswe:-n;.g. vole~ Inail c:-

28-:± 
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rnessag-mg. vo1ce storage and ret!'leval 
serv1ces. fax store and forward. and 
protocol convers10ns. 

(2·, A telecommW11Cn.tions car:1er 
may not use. disclose or permit access 
to CPNI to identify or track customers 
that call cornpecing service providers. 
F'or example. a local exchange carrier 
may not use local service CPNI to 
:racl: all customers that call iocal 
serv1ce competitors. 

lCl A telecon1munications carrle!' 
may use. d1sclose. or pern1it access to 
CPN:. withou: cuswme: approval. as 
described in this paragraph 1 c 1. 

(1) f. telecommumcations ca::rie:' 
rna:~· use, d1sclose. or perrn1t access to 
CPNI. without customer approvaL in 
its proYision of inside v;r1nng installa
twn. rnal::J.tenance. and repau sen·1ces. 

r21 ClvffiS ):roviders may use. disclose, 
or permit. access to CPh"' fo:r the pur
pose of conductmg research on the 
health effect,s of ClviP~S. 

(3) LECs and C!v1P\>S providers may 
use CPNI. ~:ithout custome!"' approval. 
to markeo serv1ces forme.::-ly h."!lown as 
ad)uncr~to-basic serv'!ces, such as. but 
not hmited to, speed dialmg. com
pute::--provideO. d1recwn· ass1stance. 
call moni to::-1ng. CE...ll trac1ng, call 
blocklnE;. call retu:r... repea.:. dialinb. 
cal} t.ra8klng. cal} v:ai-:1ng. calle: I.I: .. 
cal: forv~rarding. and cer'Laln centrex 
fea-cure£ 

td.l A teieccrnm'mlCa-;;ions ca::-rJer 
may use. d1sciose. c~ perrni~ access to 
CPN:! tc protect the rir:;htE c::- propeny 
o; the cz..:-:-1e:·. a:- tc proT.rec: users o: 
those services and othe:- carriers from 
irauO.uien'G. abusJVe. or unla.wful use o~. 
o:- scbscrlPt1on tc. sucb serY1ces. 

[63 FR 20338. Ap:: 24. 199S. as amended at 64 
FR 53264. Oct. l. 1999; 

§ 64.2007 Nm;ice and approval required 
for use of cus,;omer propriemry nel
work information. 

(a) J.. te1ecommu.nicationE carTler 
must ob'Vain customer approva: to us<e. 
dlsclose, o: permit access to CPJ\"1 to 
marke7. to ~ customer se:;:-ice. to V1~h1cb 
the custo:nr.; does not. already sub
scribe to ircrrl. thar, ca:-:-1e:·. 

(b 1 A "teleeommun1cations car:-1er 
may ob"~alil approva} throug-h Vt-·:-itter ... 
oral or electronic methods. 

( c; .. A ... tel ecomrrJ.Unlca:c1ons car::-1e:- !'f-

1~ .. :nr or: C!'al ::ppro\·c...l mus~ bea.:- tne 

burden of demons-;;rating that such ap
proval b.as been g1ven in compllance 
with the Commlssion·s rules in th1s 
part. 

td) Approval obtained by a tele
cornrnumcations ca::rier for the use of 
CP~'I out;side of the custome:'s total 
service relat10nsh1p with the carrie: 
must remair. m effect until the em
tamer revokes or limits such approva.:.. 

teJ .f. teiecornrnumcations earner 
must mai:ntail1 recordE of notification 
and. approval. whether oral, written cr 
electronic. fo:- at least one yea:. 

(f}-'P!'10:' to any solicitatiOlo fo::- cu~

tomer approva~. a telecommunic::.nons 
ca::ier must provide a one-time notifi· 
cation to the customer of the cus
tome~'s r1ght to restrict use of. disclc~

sure of. and access to that customer~s 
CPNI. 

(lJ A telecommunications car::-1er 
may provide notification through oral 
or "'Titt.en methods. 

(2) Customer notificatwn must pro
;·iO.e su.ffic1ent mformat10n to enable 
the customer to make an miorrned de
Cls!On as t;O whethe: to permit a earner 
to use. disclose or permit acces:s to. the 
cusvome:-)s CPm. 

(i l The notificatio:r. must state that 
the customer has a right. and the ca:r
ne::- a duty. unO.er federal law. to pro
tee: ~he confidentiality cf CPN:. 

(ii; The notification must specify the 
to-pes of information that constitute 
CPNI and the specific emities that wil: 
receive the CP:N-:. describe the purposes 
for which CPNI wil: be used. and in
form the customer of his or her righ:. 
to d1sapprove those uses. and deny or 
withd.raw access w CPNI at any t1rne. 

riiii The notificatlcn must ad·.'ise the 
custorne::- of the precise s;;ep:s the cus
tomer must. r.ake 1n order to grant. or 
deny access to CPNI. and must- clea:·l:: 
st;ate that a demal of approval will not 
affect tb.e p::-ovision of any services t.o 
which the custome:- subscribes. 

(iv) The notificatlOn must be com
prehensible and not be rn1sleading. 

{V) If ~·-ritten notification is provided. 
the notice must ·oe clearly legible. use 
suffic,ie11:Jy large :-:~pe. and be placed in 
ar.. a:--ea so as ~o be readil~~ apparent t.c 
a cuswome:. 

( .. ~""i; La!".;.~· portion of r: not.iflca"'Uior.:. 1s 
t:·ar..slated 2nt.c anotbe: lir..-e!uag-c. ~:nen 
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